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1
Decision/action requested

This contribution proposes security handling at RRC state transitions (changes to S3-181456)
2
References

None
3
Rationale

Security handling at RRC state transitions has not been specified in TS 33.501 yet mainly because the related procedures are not defined in RAN working groups. However, a certain security related aspects such as key derivation and message verification can be defined independently by SA3 WG. Therefore, it is proposed that SA3 agree on the followings and include the proposed text in the TS 33.501.
Define the RRC-Inactivation procedure (similar to intra-cell handover)

-
Provide NCC to the UE in the RRC inactivation message

-
Remove the current AS keys and derive a new KgNB based on the NCC

Define the RRC Connection Resume procedure (similar to Xn-based handover with RLF)

-
Derive a Krrcint based on the KgNB stored during the inactivation

-
Create and verify ResumeMAC-I based on the Krrcint

-
Perform vertical or horizontal key derivation at the source gNB and provide the new key to the target gNB

4
Detailed proposal

***
START OF CHANGES
***
**** Change 1 (based on Living CR S3-181456) ****
6.8.2
Security handling at RRC state transitions

6.8.2.1 
Security handling at transitions between RRC-INACTIVE and RRC-CONNECTED states


6.8.2.1.1
General

This clause describes the security mechanisms between the UE and the gNB at the state transitions between RRC-Inactive and RRC-Connected. 
6.8.2.1.2
State transition to RRC_INACTIVE 

The gNB transitions the UE from the RRC-Connected to the RRC-Inactive state by sending a <RRC Connection Inactive> message. The <RRC Connection Inactive> message is ciphered and integrity protected using the current AS security context. The gNB shall generate an I-RNTI and include the I-RNTI and the NCC in that <RRC Connection Inactive> message. The I-RNTI is associated with the UE context and used to identify the UE context.

The key handling associated with the RRC-Inactive transition is same as that of intra-cell handover. If the gNB has an unused {NCC, NH} pair, the KNG-RAN* is derived from the NH and the corresponding NCC is provided to the UE in the <RRC Connection Inactive> message. Otherwise, the gNB performs a horizontal key derivation using the current KgNB and the same NCC is provided to the UE in the <RRC Connection Inactive> message. The gNB shall delete the current AS keys (i.e., KgNB and all keys derived from the KgNB) after sending the <RRC Connection Inactive> message to the UE and set the KgNB in the current UE context to the new KNG-RAN*. 
NOTE: Deleting the current AS keys at transition to the RRC-INACTIVE state ensures the backward security.  
Upon receiving the <RRC Connection Inactive> message from the gNB, the UE shall verify that the integrity of the received <RRC Connection Inactive> message. If the verification is successful, the UE shall delete the current AS keys. The UE shall derive a new KNG-RAN* either based on the vertical key derivation or based on the horizontal key derivation depending on the received NCC. The UE shall store the received I-RNTI, KNG-RAN* as the KgNB and NCC in the current UE context as a part of the UE security context. 
6.8.2.1.3
State transition from RRC_INACTIVE – between different gNBs

The UE resumes the RRC connection by sending a <RRC Connection Resume Request> message to the target gNB. The <RRC Connection Resume Request> message is not security protected (as it is sent over SRB0). The UE shall include the I-RNTI that was received in the latest <RRC Connection Inactive> message and a <ResumeMAC-I> in the <RRC Connection Resume Request> message. The UE shall calculate the <ResumeMAC-I> using the KRRCint derived from the KgNB and the integrity algorithm (NIA) in the stored AS security context. The <ResumeMAC-I> shall be the 32 bits output of the NIA using the following inputs:

- 
KEY


: it shall be set to the KRRCint;

-
COUNT

: all its bits shall be set to 1;

-
MESSAGE
: it shall be set to <VarResumeMAC-Input> as defined in TS 38.331 [22] with following inputs: 

                                      source C-RNTI, source PCI, resume constant, and target Cell-ID
-
DIRECTION
: its bit shall be set to 1; and

-
BEARER

: all its bits shall be set to 1.
If the <ResumeMAC-I> verification is successful, the source gNB shall derive a new KgNB* for the target gNB either based on the vertical key derivation if it has an unused {NH, NCC} pair received from the AMF or based on the horizontal key derivation otherwise. The source gNB shall provide the new KgNB* and associated NCC to the target gNB. 
Editor’s Note: the subsequent procedures at the target gNB are dependent on the RAN2 and RAN3 progress and therefore need to be specified once the RRC Inactive related procedures become stable in those working groups.
6.8.2.1.4
State transition from RRC_INACTIVE – within same gNB 

The target gNB may be the same as the source gNB in the description of the previous sub-clause. In that case, the single gNB performs the roles of both the source and target gNB. In particular, the key derivations are done the same way as described above in clause 6.8.2.1.3. 

6.8.2.2
Security handling during mobility in RRC-INACTIVE state

Editor's Note: The content of this sub-clause is about key handling during mobility in RRC-INACTIVE state.

***
END OF CHANGES
***
